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Instructions

To proceed through this game, select the previous ( < ) or
continue ( > ) button

>



Instructions

Phishing continues to be one of the top threats targeting organizations in 
every industry. Cybercriminals launch phishing campaigns to spread 

malware, steal data and money, and generally wreak havoc. 
Circumventing these attacks requires strong human firewalls!
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How to Play

You will be presented with 10 scenarios (5 mobile and 5 desktop), and it is 
your job to identify when you’re being phished.

Phish! Not Phish
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Tips

Remember that poor spelling or grammar typically indicate a phishing 
attack.

Check the sender’s email domain. For the recipient’s domain we use 
you@yourcompany.com.

Look out for unrealistic promises or threats and use common sense! ><



Phish! Not Phish

This week only! 50% off online menu items
From: Arthur’s Pizza <offers@arthurspizza.com>

To: you@yourcompany.com

Hey ,

For one week only, all of our menu items are 50% off when you
order online. Don’t miss out!

Order Online <www.arthurspizza.com/order>

Browse Menu <www.arthurspizza.com/menu>

Find a store near you <www.arthurspizza.com/stores>

If you feel you have received this message in error or would like to unsubscribe, please 
click here.

Questions? Contact Arthur’s Pizza Customer Service
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Notice of Intending Legal Action
From: RBAD-LN Law Firm <davidw@rbad-ln-lawfirm.com>

To: you@yourcompany.com

Dear Sir/Madam,
We wish to inform you that our client wishes to file a complaint against you
and your establishment. As expected, before we get involved in any
International Civil-Trade suits, we are required to contact you to get in touch
with your legal team before we can commence action. Some of the reasons
for this filing include: "Non Delivery of Goods Stated in Invoices Paid for". All
the details for this filing are attached to this email and you can have your
Legal Representative reach us for further clarification. This email has been
delivered to you@yourcompany.com

Please print out the attached document and send it to your Legal
Representative.

David Wellington
Senior Legal Consultant
RBAD-LN Law Firm

Phish! Not Phish
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Payment Due
From: Richardjackson90039@rj.com
To: you@yourcompany.com

Dear Customer,

Your $8.5 million USD under custdy which your first payment of Us $15000 
00 will be transferred, you have to contact Barrister Mr Richard Jackson Hall 
the Money Gram Manager and ask him to give you the details of the payment 
once you reconfirmed him your details ASAP.

1 Your First Name ....... 2Your Second Name ....... 3Your Country ........
4Your City ...... Telephone ..... Home Address, Occupation, Cell Phone, Country
Age, Contact person. Richard Jackson, Tele,. +22999433252.
Email..richardjackson1970@outlook.com Contact.

Mr Richard Jackson,immediately through his above email address to give
you Sender Name & Question and Answer to pick up your money today and 
let me know when you confirm it all.

Thank you, Mrs Angela Maiaga

Phish! Not Phish
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Thanks for your payment!
From: CreditCardCo@CreditCardCo
To: you@yourcompany.com

Your payment has posted! To check your account balance or opt
out of these alerts, please visit our website or call the number on
the back of your card.

Phish! Not Phish
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Health Benefits
From: Human Resources
To: you@yourcompany.com

,

We have new elections available for health benefits. Please log
into your account and select your benefits package within the next
30 days.

If you have any questions, respond to this email, or reach out to 
your direct supervisor.

Thanks,
Monique

Phish! Not Phish
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Phish!

Not Phish

From: Erica

MSG: Your friend Erica just 
left feedback for you, follow 
here what she said:

neraten.ga/y-0iD6mmAew
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Meet single people in your
area! Everyone in your area 
is looking with this app:

app.bank33a8lmoe.com

Phish!

Not Phish
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Welcome to BLL! Gold card
credit limit with no credit
checks and large balance.
Apply Here: 
goldcardcredit.net.
Recurring msgs. Text STOP 
2 end, HELP 4 help. 
Msg&Data rates apply.

Phish!
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Congratulations! YOu've
been selected to enter an
special sweepstakes. Sign
up now to win a free trip to
Parris. Click:

http://saait225008adi.net

Phish!

Not Phish
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Hey ,
You have been enrolled in a
new training program. 
Please log in to your account 
and complete your assigned 
training by the end of the 
month.
https://training.com/login=Us
er

Phish!

Not Phish
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91% of successful data breaches started with a spear phishing attack. Employees 
need to be trained and remain on their toes with security top of mind. 

And? How did it go?

Save up to 60% now

BLACK
FRIDAY

Take advantage of our BLACK FRIDAY SALE and 
strengthen your human firewall.

Build your Human Firewall with 
Security Awareness Training

Request a demo, no obligation

https://www.dynamixcloud.com/landing/security-awareness-training?utm_source=phishgame&utm_medium=game&utm_campaign=bf2022
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